B22 



J 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



© Publication number: 



0 575 765 A1 



EUROPEAN PATENT APPLICATION 



@ Application number: 93108406.5 
® Date of filing: 25.05.93 



© int. CIA G06F 12/02, G06F 12/14 



© Priority: 23.06.92 US 902607 

© Date of publication of application: 
29.12.93 Bulletin 93/52 

© Designated Contracting States: 
DE FR GB 

© Applicant: Hughes Aircraft Company 
7200 Hughes Terrace 
P.O. Box 45066 

Los Angeles, California 90045-0066(US) 



@ Inventor: Kung, Kenneth C . 
19029 Vickie Avenue 
Cerritos, California 90701 (US) 

© Representative: Witte, Alexander, Dr.-lng. et al 
Witte, Weller, Gahlert & Otten 
Patentanwalte 
Augustenstrasse 14 
D-70178 Stuttgart (DE) 



© Secure file erasure. 



© A method (10) of deleting a file (20) stored on a 
permanent storage medium (15) of a computer sys- 
tem (16) comprises the steps of selecting (11) the 
stored file (20) for deletion, encrypting (13) the 
stored file (20) using a random key (21), and delet- 
ing (14) the file directory pointer to the file (20). The 
present invention permits a user to erase files from a 



permanent storage spaced in a manner that makes 
the file totally unreadable by others. If the user does 
not expect to undelete the file, a one-way encryption 
algorithm (18) may be used to increase the speed of 
secure deletion of the file. If the user does not 
destroy the key, he or she may recover the file. 
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